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Theme of the dissertation research:

“Post-industrial paradigm of development of info-communication segment of
defense-industrial complex of RK”.

Purpose of the dissertation research:

Creation of theoretical foundations for the formation of a new paradigm of
development of the info-communication segment of the RK defense-industrial
complex, based on a new approach to the formation and management of groups of
unmanned vehicles, including those built on the use of multi-valued logic and
elimination of disproportion between the development of ground and flying drones.

Research Objectives:

- To show that due to the increasing use of robotic weapons of various types
directly near the battle line, it is required to create new approaches to information
protection designed for use in the direct radio line of sight and allowing to abandon
the use of cryptography methods, and to develop a theoretical basis for such
methods.

- To show that due to the sharp increase in the number of unmanned vehicles
used in combat operations, it is required to develop new approaches to the control of
groups of unmanned vehicles, as well as to create a theoretical basis for such
approaches using multi-valued logic.

- To develop new methods to ensure the use of multi-valued logic for applied
purposes, in particular, to improve the algorithms of functioning of onboard
computing systems of unmanned vehicles operating in a group, including those
based on the establishment of correspondence between operations of multi-valued
logic and operations in Galois fields.

- To show that in order to increase the efficiency of robotic armament use it is
necessary to eliminate the disproportions in the development of aircraft and ground
unmanned vehicles, as well as to develop the design of a ground unmanned vehicle
for a specific purpose (minesweeper).

Research Methods:

Methods of abstract algebra, in particular Galois field theory, theories of
wave propagation obeying the Helmholtz equation, methods of designing moving
apparatus, methods of constructing and verifying the performance of electronic
circuits based on logic elements were used

The main points put forward for defense:

The use of a discrete analog of the Huygens-Fresnel principle allows us to
formulate and prove a generalization of the Nyquist-Shannon-Kotelnikov theorem,
which creates a theoretical basis for the development of a new approach to the
protection of information in the direct radio visibility zone, focused on the
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identification of the location of the signal source, and allows us to abandon the use
of cryptographic methods.

Bringing operations of multivalued logic to calculations in Galois fields,
carried out with the help of algebraic delta-function, creates a theoretical basis for
controlling groups of unmanned aerial vehicles through the use of on-board
computing systems based on multivalued logic.

Taking into account the specificity of a particular Galois field allows to
significantly simplify the algorithms of functioning of onboard computing systems
of unmanned aerial vehicles, including those intended for use as part of a group, and
built on the basis of multivalued logic, especially those using the calculation of
digital convolutions.

The elimination of disproportions between the development of flying and
ground unmanned vehicles is achieved, among other things, through the
introduction of single-axis drones controlled by radio channel and capable of
continuing movement when falling to any position.

Main results of the research:

A new approach to information protection in the area of direct radio visibility
based on fixing the position of the point where the signal source is located is
developed and its justification is given on the basis of the discrete analog of the
Huygens-Fresnel principle and generalization of the Nyquist-Shannon-Kotelnikov
theorem.

A new method of conversions of multivalued logic operations to
computations in Galois fields is developed, its constructiveness is demonstrated on
concrete examples, and it is shown that it forms the theoretical basis of a new
approach to controlling groups of unmanned vehicles.

Algorithms of basic blocks of on-board computing systems of unmanned
vehicles realizing computations in Galois fields are developed, including the use of
digital logarithm operation, digital convolution, as well as the use of a triggering
adder scheme, which is applicable for any Galois fields GF(p).

The design of a single-axis unmanned vehicle (a minesweeper designed to
neutralize mines of the “Petal” type), having the shape of an ellipsoid, controlled by
radio channel, and capable of continuing the task when falling to any position, has
been developed; tests have been carried out proving the achievement of the
following characteristics: speed - not less than 40 km/h, speed of rotation around the
vertical axis at 3600 - not more than 1.5 sec, speed of restoration of position to
continue movement when falling - not more than 25 sec.

Justification of the novelty and importance of the results obtained,
compliance with the directions of scientific development or government
programs:

Qualitative transformations of the nature of fighting, caused by the mass use
of robotic weapons, are expressed, first of all, in the increasing role of electronic
warfare, as well as systems that provide group control of unmanned vehicles. Hence
the need to develop new approaches to both information protection during
transmission in the direct radio visibility zone (information exchange between
vehicles composing a group, etc.) and to the control of groups (swarms), providing
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for their maximum autonomy. These factors are supplemented by economic
considerations, which are expressed in the expediency of maximum reduction of the
cost of physical components of drone groups with the center of gravity shifted to the
intellectual component, which provides, among other things, for the elimination of
disproportions between the development of ground and flying drones.

The systemic solution of this set of problems de facto results in the creation
of a new paradigm for the development of the info-communications segment of the
RK military-industrial complex, since a significant modernization of drone control
algorithms, as well as the transformation of the basic concept of REB cannot but
lead to qualitative changes in the principles of operation of onboard computing
systems, and further - in their design, etc.

This paper is the first to develop a new approach to information protection in
the area of direct radio visibility, based on the identification of the coordinates of
the point where the signal source is located [1,2]. The novelty of this approach is
guaranteed by the fact that for the first time a generalization of the Nyquist-
Shannon-Kotelnikov theorem [3] has been formulated and proved, which allows,
among other things, to bring the description of an arbitrary wave transducer to the
tensor form [4].

Also new is the developed approach to controlling groups of unmanned
vehicles [5,6] based on multi-valued logic, including those intended to be used for
training purposes [7,8], to provide diagnostics of extended objects [9-11]. Its
connection with the proposed approach to ensuring information protection in the
direct radio visibility area is reflected in [12-14]. The method allowing to bring
operations of multivalued logic to computations in Galois fields [15], based, among
other things, on the results of [16], is proposed for the first time. Among other
things, proofs of the importance of taking into account the specificity of a particular
Galois field when using this method are given for the first time [17-19].

The method of realization of calculations in Galois fields by means of
radioelectronic circuits is new [20]. For the first time it was proposed to realize
computations by means of trigger adders [21]. It is first shown that this kind of
computational procedures significantly simplify the computation of digital
convolutions [22]. It is also shown for the first time that there exists an algorithm
for digital logarithmization in relatively large Galois fields, which takes into
account their specificity and allows, among other things, to significantly improve
the efficiency of the computation of digital convolutions [23], there is a possibility
of further improvement of this approach by means of computations using finite
algebraic rings [24,25].

For the first time the design of a single-axis unmanned vehicle (minesweeper
designed to neutralize mines of the “Lepestok™ type) was developed; the novelty is
confirmed by the patent [26], this design allows for further modernization, in
particular, it can be used as a basis for the implementation of an unmanned vehicle
designed to counteract mass riots [27].

Generalization of the results of the conducted research is presented by the
author in the monograph [28], and philosophical aspects of the developed approach
are presented in [29-31].
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The research was carried out in accordance with the approved research plan
of MNVO RK and within the framework of scientific projects AP14870281
“Development of new approaches to digital image processing using convolutional
neural networks” (2022-2024), AP14870416 “Development of new approaches to
solving philosophical problems of multi-valued logic as a means of establishing
patterns of thinking” (2022-2024), “Zhas ralym” AP15473224 “Development of
new approaches to building a theory of scientific revolutions™ (2022-2024).
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1. Ermukhambetova B.B., Mun G.A., Kabdushev S.B., Kadyrzhan A.B.,
Kaisarali K.K., Vitulyova Y.S., Suleimenov |.E. New approaches to the
development of information security systems for unmanned vehicles. Indonesian
Journal of Electrical Engineering and Computer Science. — 2023. — 31(2). — P. 810-
819. http://doi.org/10.11591/ijeecs.v31.i2.pp810-819. (The author's contribution is
the development of an algorithm for the operation of the basic electronic circuitry).

2. Vitulyova Y., Kadyrzhan K., Kadyrzhan A., Suleimenov I. Application
of focusing systems to the protection of information during data transmission in the
zone of direct radio visibility. International Journal of Electronics and
Telecommunications. — 2024. - wvol. 70, Ne 3. - P. 699-705.
http://doi.org/10.24425/1jet.2024.149599. (The author's contribution is the
development of an algorithm for the operation of the basic electronic circuitry).

3. Vitulyova Y.S., Suleimenov |.E., Matrassulova D.K., Bakirov A.S.
Discrete form of the Huygens-Fresnel principle: to the multi-dimensional analog of
the Nyquist-Shannon sampling theorem. International Journal of Information
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https://doi.org/10.1007/s41870-023-01423-3. (The author's contribution is to
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Nekita A.G. Algorithmic basis of battle neural networks and crisis phenomena in
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6. Myn I'.A., Buryaésa E.C., baiinakbaea C.T., Kaogymer II.b.,
Cyneitmenos WM.D. IlpobremMartvka TOCTHHIYCTPHAIBHOW BOWHBI U JIEJIOBBIC
obpasoBatenbHbie 3kocucteMsl // Becthuk HUA PK. — 2020. — Ne 4 (78). — C. 87-
93. https://doi.org/10.47533/2020.1606-146X.36. (The author's contribution is a
forecast of the nature of the development of robotic armaments)

7. Ermukhambetova B.B., Suleimenov I.E., Vitulyova Y.S., Konshin S.V.,
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4



http://doi.org/10.11591/ijeecs.v31.i2.pp810-819
http://doi.org/10.24425/ijet.2024.149599
https://doi.org/10.1007/s41870-023-01423-3
https://doi.org/10.1007/s41870-024-01863-5
https://doi.org/10.15405/epsbs.2021.12.03.33
https://doi.org/10.47533/2020.1606-146X.36

61. https://doi.org/10.47533/2020.1606-146X.194. (The author's contribution is the
basic idea of the possibility of using the developing approach for game and training
purposes.)
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(76). — C. 27-34. (Written by myself)
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https://doi.org/10.62754/joe.v3i7.4361. (The author's contribution is to analyze the
nature of the development of robotic weapons from the perspective of artificial
intelligence issues.)
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